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IIpaBuia o6paboTKn B HH(POPMAHOHHBIX CHCTEMAX NMEPCOHAIBHBIX AaHHBIX
corpyanukoB H obyqaromuxes MAY J10 «CII «Coro3»

1. O0wue nostoxeHnus

1.1. Hacrosiuue IIpaBuna pa3paboTaHbl B COOTBETCTBHU C noJjoxeHusmu @3 "O
NMEPCOHANBHBIX NaHHBIX"', mocTaHoBieHus [IpaBurenscrtBa P® ot 15 cenTsdps
2008 r. N 687 "O6 yrBepxxnenuu Ilomoxkenus o0 ocobeHHoOCTsIX 00pabOTKU
NMEepCOHANBHBIX  JIAaHHBIX, OCYIIECTBIsieMOH ©0e3 HCIONIB30BaHHUS  CPEACTB
aBTomMaTH3aluu", nocraHoBnenus IIpaBurensctBa P® ot 1 HosOps 2012 . N 1119
"O0 yTBepx/ieHHH TpeOOBaHWI K 3alldTe IE€PCOHAIBHBIX MAHHBIX IPH HX
00paboTke B MH(POPMALMOHHBIX CUCTEMAX MePCOHANBLHBIX JaHHbIX" .

1.2. Hacrosue ITpasuiia onpezensitor ocobeHHOCTH 00pabOTKH IEpCOHATBHBIX
JaHHBIX COTPYIHMKOB M oOydaloumuxcs B MH(OPMAIMOHHBIX CHCTEMaXx,
UCTIONB3YeMbIX B MyHUIIUNIAIEHOM aBTOHOMHOM YUYPEXJIEHHUU JIOTIOJHUTENEHOTO
obpazopanus «CnoptuBHast mkona «Coro3» ropoja Kupoga.

1.3. be3omacHOoCTh TE€pPCOHANBHBIX  JAaHHBIX INpH HX o0paborke B
HH(pOPMAOHHBIX CUCTEMaX IEPCOHANBHBIX JIaHHBIX (Haiiee - HH()OpMalHOHHBIE
CHCTEMBI) 00ECIIEYHBAETCS] C TOMOLIBIO CUCTEMBI 3aILUTHI IIEPCOHATBHBIX JaHHBIX,
HeHTpau3yIollel aKTyanbHbBIE yTPO3bI.

1.4. Tloxm axTyanpHBIMH Yrpo3aMud 0€30MacCHOCTH MEePCOHANBHBIX JIAaHHBIX
TIOHUMAETCS COBOKYITHOCTH YCIOBUH M (akTOpOB, CO3NAIOLIUMX AaKTYaJIbHYIO
OMaCHOCTh HECAHKLMOHMPOBAHHOIO, B TOM WYHUCIE CIy4allHOro Jocryma K
MepCcOHANBHBIM JaHHBIM IMpU HX 00paboTke B HHGOPMALMOHHONW CHCTEME,
pe3yabTaToM KOTOPOTO MOIYT CTaTh YHUUYTOXEHHE, W3MEHeHHe, OJIOKHpOBaHHe,
KOTIMPOBaHHEe, IPE/OCTaBICHUE, PACIPOCTPAHEHUE IIEPCOHAJIBHBIX JaHHBIX, a
TAK)K€ MHBIE HETIPABOMEPHBIE IEHCTBUS.



2. OcobennocTn 00pabdOTKH NEePCOHAJBHBIX JAHHBIX B HHPOPMALIHOHHBIX
cHCTeMax

2.1. OOpaborka nNepcOHalbHBIX JIAaHHBIX COTPYJHHKOB M O0OydYalomMXCs B
MH()OPMALIHOHHBIX CHCTEMax OCYIIECTBISETCS IIOCTe TMOJMYYeHHs COrJacusi Ha
00paboTKy MNEepCOHANbHBIX JIaHHBIX, @ Tak)Xe IMocie 3aBeplleHus pabor 1o
CO3/IaHUIO CHUCTEMBbl 3alllUThl TMEepPCOHANBHBIX HAHHBIX B HMHGOPMALUOHHOH
CHUCTEME, €€ IIPOBEPKHM M OIEHKH COOTBETCTBUS HHGOOPMAIMOHHOU CHCTEMBI
NePCOHAIBHBIX JAHHBIX TpeOoBaHUsIM 0€301acHOCTH HH(POPMALIHH.

2.2. be30onacHOCTh NepCOHANIBHBIX JAHHBIX MPH MX 00paboTke B HHPOPMAIMOHHOR
cUcTeMe OO€eCleYHBaeT OIepaTop 3TOH CHUCTEMBI, KOTOpBIH oOpabaTsiBaeT
MIepCOHAJIBHbIE JTaHHbIE, WK JIMLO, OCyIleCTBIsonee 00paboTKy MepcoHabHBIX
JAHHBIX 10 [IOPYYEHHIO OllepaTopa Ha OCHOBAaHHWM 3aKJII0OYAEMOIO C 3THUM JIMLIOM
J0roBOpA.

2.3. be3onacHOCTh MNepCOHANBHBIX  JAHHBIX TNpH UX o0paboTrke B
HH()OPMAIMOHHBIX cUCTeMaxX OOeCIeunBaeTcsi C IOMOLIBI0 CHCTEMbl 3ALIUTHI
MEPCOHANIBHBIX JIAaHHBIX, BKJIIOYAIOLIEH OpraHW3allMOHHbIE MeEphl M CpeJCcTBa
3an|Thl MHGOpMauuu (B TOM 4yucie udpoBaibHble (KpunTtorpahuyeckue)
CpeJICTBa, CPEeJICTBa MPENOTBPAIEHUsS HECAaHKIIMOHHUPOBAHHOI'O JIOCTYTA, YTEUYKH
HH()OPMALIMH [0 TEXHUYECKUM KaHallaM, IPOrpaMMHO-TEXHHYECKUX BO3/eHCTBUM
HAa TEXHUYECKHE CpelncTBa OOpabOTKM IEPCOHANBHBIX JAaHHBIX), a TaKKe
UCIIOJIB3yeEMbIEe B HHPOPMALIMOHHOM cUCTeMe HH(DOPMALIHOHHBIE TEXHOJIOTHH.

2.4, CoctaB W cojiepXaHue Mep Mo 3aiure WHPOpMalUU B MH(YOPMAIIMOHHBIX
cHCTeMax 3aBUCAT OT YCTAHOBJIEHHOIO YPOBHS 3alllMIIEHHOCTH UHGOPMAIHOHHOK

CHCTCMBI.

2.5. YcraHOBNEHHE YPOBHS 3aIlMIIEHHOCTH ([I€PECMOTP YPOBHS 3allMIIEHHOCTH)
HH(POPMAIIMOHHON CUCTEMBI NEPCOHAIBHBIX JAHHBIX IIPOBOAUTCS PYKOBOAUTENIEM
YUPEXKACHHUSI.

2.6. Paspemiennem Ha 00pabOTKy IEpCOHANBHBIX JaHHBIX Ha O00BEKTE
HH()OPMAIIMOHHOM CUCTEMBl SBIISIETCS IOJy4YEHHE ONEepaToOpOM COIJIaCHS Ha
00paboTKy NepCOHANBHBIX JaHHBIX.

2.7. be3onacHOCTh INEPCOHAJIBHBIX NaHHBIX, 06p&63TBIBaEMI:IX C MCIIOJIB30BAHHEM
CpeACTB daBTOMAaTHu3aluiy, JOCTHUTacTCs NnyTeEM HCKIIKOYCHUA
HECAHKIITHOHUPDOBAHHOI'0, B TOM YHCJIC cnyqaﬁﬁoro J0CTyIla K INEPCOHAIBHBIM
JdaHHBIM.

2.8. IlepcoHalbHble JJaHHbIE MOTYT OBITEH NPEJOCTABIEHBI ISl O3HAKOMIICHHS:



a) COTpyIHMKaM, [OMYIIEHHBIM K 00pabOTKe IEepCOHANBHBIX JAHHBIX C
HCIONB30BAHMEM  CPEACTB  aBTOMATH3allMM, B YaCTH, Kacaiolleiics ux
JIOJDKHOCTHBIX 00SI3aHHOCTEH;

0) cyOBeKTaM MEePCOHANBHBIX JAHHLIX, 4 B OTHOLIEHUH HECOBEPIIEHHOIETHUX
CYyOBEKTOB NEPCOHATIBHBIX JAHHBIX - HX 3aKOHHBIM IIPEICTABUTEISM.

2.9. YonHOMOYEHHBIMH COTPYAHUKAMH IIPH 00paboTKe MepCOHANBHBIX JAaHHBIX B
HH(QOPMALMOHHBIX CHCTEMaxX NEePCOHAJIBHBIX MaHHBIX JIOJKHA OBITH obecreyena
ux 6€30MaCHOCTH ¢ NOMOILBIO CHCTEMBI 3allUThI, BKIKYAIOIIEH OpraHu3alliOHHbIe
Mepbl ¥ CpeACTBA 3allMTHl MHGOpMAlMH, B TOM 4YKCe IIUpPOBANLHEIE
(kpunrorpaduyeckue) cpeacTna.

2.10. O6MeH nepcoHaNbHBIMH JaHHBIMH NPH UX 00paboTKe B HH(MOPMAIAOHHBIX
CUCTEMAaX OCYILECTBJIAETCS IO KaHajlaM CBsI3M, 3allKUTa KOTOPBIX 00eCmeunBaeTcs
IyTEM peaj3alyii OpraHN3alMOHHbBIX MEP U [TyTEM MPUMEHEHHS IIPOrPAMMHBIX U
TEXHUYECKHX CPECTB.

2.11. Hoctyn momp3oBareneil K NEpPCOHANIbHBIM JNaHHBIM B HH()OPMAIMOHHBIX
CHCTEMax IIEPCOHANBHBIX JAHHBIX pa3pellaeTcss TOocjie  00s3aTebHOro
IPOXOXJIEHHS TIPOLELYPhI HACHTUGUKANMY U Ay TEHTU(DHUKAITHH.

2.12. Jluuamu, OTBETCTBEHHBIMH 3a oOecleyeHUe Oe30MacHOCTH MePCOHAILHBIX
JAHHBIX Ipu uX 00paboTke B HH(OPMALMOHHBIX CHCTEMAX, JO/UKHO OBITH
o0ecredeHo:

‘a) CBOeBpeMEHHOe OOHapyXeHHe ()aKTOB HECAHKIMOHHPOBAHHOTO JOCTyNa K
IEPCOHANLHEIM JaHHBIM M HEMEUIEHHOE JOBelieHHe 3ToM WH(QOpMAluu 0
PYKOBOJICTBA;

0) HenomylmeHHe BO3JEHCTBHS Ha TEXHUYECKHE CPEJICTBA ABTOMATH3UPOBAHHOMN
00pabOTKH IEepCOHANBHBIX JAaHHBIX, B pE3yJIbTaTe KOTOPOTrO MOXKET OBITH
HapYLIEHO WX (QYHKIIHOHUPOBAHKE;

B) BO3MOXHOCTb HE3aMEJIUTEIILHOIO BOCCTAHOBJICHHA IEPCOHAJIBHBIX JaHHBIX,
MO,[[I/I(I)PIIII/IpOBaHHBIX HIIA YHHYTOXXEHHBIX BCJIE€ACTBHE HECAHKIIMOHHMPOBAHHOI'O
J0CTyNna K HHUM;

I) TOCTOSIHHBII KOHTpONb 3a o0ecledyeHHeM YpPOBHA  3aIUIIEHHOCTH
EePCOHANIbHBIX JAHHBIX;

1) 3HaHKE M CODJIIO/ICHHE yCIIOBUH HCII0Ib30BaHUS CPEJICTB 3AI[HTH HHPOPMALIKH,
1pey CMOTPEHHBIX IKCIUTyaTallMOHHOM M TEXHMUYECKOH JIOKYMEHTaLHEN;



€) ydeT INpHUMEHSIeMbIX CPeACTB 3allUThl MH()OpPMALMH, IKCIUTyaTallMOHHOH H
TEXHUYECKOM JIOKYMEHTAlUUU K HUM, HOCHTEeJIeH NIepCOHABHBIX JaHHbBIX;

K) TIpA OOHapyXeHMM HapyLIeHHH TOpsJKa MpPeNOCTaBIEHHs MEePCOHAILHBIX
JNAaHHBIX He3aMeJJIMTENIbHOE IIPHOCTAaHOBIEHUE MPEIOCTABICHHUS MEPCOHATBHBIX
MaHHBIX TI0JI30BATENsIM WH()OPMAIIMOHHON CHUCTEMBI 10 BBISBICHUS NPUYUH
HapYUIEHUH ¥ YCTPaHEHUs] THX NIPUYHH;

3) pa30UpaTeNhCTBO W COCTABICHHE 3aKIIOYEHUH 10 (akTaM HecoOIoneHk s
YCJIOBUM XpaHEHUsI HOCUTEJIeH NepCOHAIBHBIX JIAHHBIX, HCITOJIb30BaHHS CPEICTB
3alMTBl  MHQOpPMAaNMH,  KOTOpble  MOTYT  [PHBECTH K  HapyIIEHHIO
KOH(UICHIIHANBHOCTH MEPCOHANBHBIX JAHHBIX WIIM JIPyTdM HapyIICHHM,
MPUBOJSIMM K CHIDKEHHIO YPOBHS 3alMIEHHOCTH NEePCOHAIBHBIX JIAHHBIX,
pa3paboTka M TPHHATHE Mep IO IPEeJOTBPALICHUIO BO3MOXKHBIX OMACHBIX
TIOCJIEICTBUM MOJOOHBIX HAPYLICHUH.

2.13. B cny4ae BbIABICHUS HapylICHUH MOpsiKa OOpabdOTKU IEepCOHANBHBIX
nanHbIX B uHpopmannoHHbix cucremMax MAY JIO «CII «Coro3» npuHUMaOTCs
MepBI 110 YCTaHOBIEHUIO IPUYHMH HAPYILIEHUH U UX YCTPAHEHHIO.



